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Abstract

RSA signature is a cornerstone of network security, widely used by different
systems and applications as the means of achieving cryptographic authentication
guarantees. In this talk, we will revisit the problem of verifying RSA signatures. Using
different techniques, our recent research revealed many instances of unwarranted leniency
in implementations of RSA signature verifiers. Critically, our findings suggest that many
systems are susceptible to variants of the Bleichenbacher-style RSA signature forgery
attack. We will look at how this attack, enabled by weak implementations, can nullify the
security guarantees promised by the underlying cryptography, and discuss how this threat
can be mitigated in practice.
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